YnyTcTBO 3a Kopuwhere ToOKeHa
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YBoza

360r notpebe 3a CUTYPHUM NPUCTYNOM ananKaumMjama U cepBucMMa KOMYHUKaLMOHE MpexKe Cya0Ba
Ca yaa/beHuNxX NIoKalmja (payyHapu jaBHMX BenexkHuKa), MoCTaB/beH je cucTem, Koju obesbehyje
npucTyn camo y3 ABodaKkTopHy ayTeHTuduKaumjy. lpodakTopHa ayTopu3aumja 3axTeBa cneaehe
ycnose:

e HewrTo WTO KOPUCHUK MMa (YCB ToKeH)
e HewTo WTO KOPUCHUK 3Ha (N03MHKa)

CBaKu jaBHM benerkHUK Aobuja yHanpeq npunpemsbeH YCB TokeH. TokeHU cy obenexkeHun
Ha/lenHULIOM, KOja NpeacTas/ba peaHu 6poj 13 cnucka jaBHUX benexkHuKa (npeyser ca cajTa
www.beleznik.org ) u moxeTe je cno60AHO CKMHYTM HAaKOH Npey3nmamba.

\o


http://www.beleznik.org/

MHULMjAaNHO NPUK/bYYNBAHbE TOKEHA

Cnepehe aKTMBHOCTM MopaTe Npeays3eT Camo NPUANKOM MHULMjaIHOT MPUK/bYYMBatba HA padvyHap.
AKo je Beh Ha pauyHapy MHCTaMPaH TOKEH MOXeTe MPECKoYMTU OBE KOopaKe.

lMpe Hero WTOo NPUK/bYYMTE TOKEH Npey3MuTe anarKauumjy ca cnegeher nHKa
http://178.254.148.59/sac.exe. Anankaumjy je noTpebHo MHCTanMpaT Aa 61 TOKEH Morao 4a paau.

Kaga npeyameTte annvKaumjy NOKPEHUTE MHCLTANAUM]Y AYNAMM KAMKOM Ha dajn Koju cTe npeysenu
ca HaBeZeHor nHKa(sac.exe). Kaga ce nokpeHe Tpebano 6u aa Buaute cnegehu ekpan:

ﬁ SafeMet Authentication Client 10.1 Setup >

Welcome to the SafeNet Authentication
Client 10.1 Installation Wizard

The Setup wizard will install SafeMet Authentication
Client 10.1 on your computer. To continue, click
Mext.

It is strongly recommended that you close all
Windows programs before running the Setup wizard

<&
gemalto

< Back Cancel

Knukosuma Ha ayrme “Next” HacTaBute MHCTanaumjy oo cnegeher ekpaHa:


http://178.254.148.59/sac.exe

ﬁ SafeMet Authentication Client 10,1 Setup

Setup Type “:O.

Select the installation type.

Standard installation. Includes implementation and user
interface for all eToken and iKey tokens.

Use this option to choose which middleware features
you want installed. Recommended for advanced users.

Installshield

< Back Cancel

N3abepunTe onumjy Kao ca CAMKe U HacTaBUTE MHCTANALUMjy A0 Kpaja KAnKoBnma Ha gyrme “Next”.

Kaga ce 3aBpLUM MHCTaNaumja NPUK/bYYUTE TOKEH CayeKajTe Aa ce 3aBpLUN MHCTanaumja

TOKeHa(eKpaH Kao Ha c/. canum)

Device Setup

Installing Token JC

Please wait while Setup installs necessary files on your system, This may take
several minutes,

Cloze

MoKpeHnTe Mo3una npeTpaxunsay(anivkaumja 3a oBepy je oNTMMU30BaHa 33 0Baj NPETPaXkMBaY).
Y aagpecHom 6apy yKyuajte https://beleznici.sud.rs



https://beleznici.sud.rs/

MNojasuhe ce cnegehun ekpaH, KAMKHUTE Ha ayrme “Advenced”:

1, Insecure Connection o +

€ (@ https//beleznicisud.rs @ Q Search

% Your connection is not secure

The owner of beleznici.sud.rs has configured their website improperly. To protect your information from being stolen,
Firefox has not connected to this website.

Learn more...

Report errors like this to help Mozilla identify and block malicious sites

MoTpebHo je Aa NOTBpAMTE Aa BepyjeTe 0BOj CTPaHUUM, ciegehmum NoCTynKoMm:

(1 Insecure Connection X o+ — X
€ (| htps://beleznicisud.rs ¢ Q Search wa ¥+ @ =

% Your connection is not secure

The owner of beleznici.sud.rs has configured their website improperly. To protect your information from being stolen,
Firefox has not connected to this website.

Learn more...

Report errors like this to help Mozilla identify and block malicious sites

beleznici.sud.rs uses an invalid security certificate.
% The certificate is not trusted because it is self-signed.

Error code: SEC_ERROR_UNKNOWRM_ISSUER

Add Exception... @



Add Security Exception

A You are about to override how Firefox identifies this site.
. Legitimate banks, stores, and other public sites will not ask you to do this.

(el

Server

W Te- 1 IR Nt ps://beleznici.sud.rs, l Get Certificate

Certificate Status

This site attempts to identify itself with invalid information.

Unknown Identity

Certificate is not trusted, because it hasn't been verified by a recognized authority
using a secure signature.

Permanently store this exception

$:_onfirm Security Exception: Cancel

3aTnm he ce nojasuTtn cneaehu ekpaH n NoTpebHo je Aa jow jeaHOM NOTBPAMTE Aa BepyjeTe
HaBegeHOM cajTy, ciegehMm akTMBHOCTUMA:




{1 Insecure Connection A

€« © https://beleznici.sud.rs c Q, Search ﬁ B ¥+ @

% Your connection is not secure

The owner of beleznici.sud.rs has configured their website improperly. To protect your information from being stolen,
Firefox has not connected to this website.

Learn more...

Report errors like this to help Mozilla identify and block malicious sites

Add Security Exception

/4 You are about to override how Firefox identifies this site.
1 Legitimate banks, stores, and other public sites will not ask you to do this.

Get Certificate |
Certificate Status

This site attempts to identify itself with invalid information. ‘

Unknown Identity

Certificate is not trusted, because it hasn't been verified by a recognized authority
using a secure signature,

Permanently store this exception

$_§onﬁrm Security Exception’ ‘ Cancel




3atum ce nojassbyje cnegehm ekpaH:

File Edit View History Bookmarks Tools Help

| McAfee Web Gateway - Notific.. * | 4

8 https://beleznici.sud.rs:444/mwg-internal/de5fs23

W McAfee | web Gateway 7
Anlatel Compan,

v

Authentication Required

You must be authenticated to access this URL.

URL: https://beleznici.sud.rs:444/mwg-internal/de5fs23hu73ds/plugin?target=Auth&reason=Auth&setCookie=true&
cookiePrefix=MWG_Auth&cookieSize=16384&;ttl=360&url=aHROcHM6Ly9iZWxlem5pY2kuc3VkLnJzLw==8&rmn
d=1418283782

Company Acceptable Use Policy

This is an optional acceptable use disclaimer that appears on every page. You may change the wording or remove this section entirely in index.html.

For assistance, please contact your system administrator.

Mopate ynytutv Mosuna npetpaxunsay Ha Baw TokeH cnegehmum MHCTpYKUMjama:

File Edit View History Bookmarks Tools Help

| McAfee Web Gateway - Notific.. % | +

A htty beleznici.sud.rs:444/mwg-internal

3ds/plugin?target=Auth&r

G_Auth&c v C'

% e =

- 100%
W McAfee | web Gateway 7

Anlntel Company m o
New Window  New Private
Authentication Required Window

s

You must be authenticated to access this URL. Print History
URL: https://beleznici.sud.rs:444/mwg-internal/de5fs23hu73ds/plugin?target=Auth&reason=Auth&s Find Options

cookiePrefix=MWG_Auth&cookieSize=16384&;ttl=360&url=aHROcHM6LY9iZWxlem5pY2kuc3VkLnlzLv
d=1418283782

’

Developer

Company Acceptable Use Policy

€ Signinto Sync
This is an optional acceptable use disclaimer that appears on every page. You may change the wording or remove this section entil

Customize
For assistance, please contact your system administrator.

Paste

+

Save Page
a
=3
=
Full Screen

&

Add-ons



£k Options x I+

€ | © Firefox aboutpreferences#advanced c Q Search ﬁ E ¥+ @
Advanced ®
General Data Choices Network Update Certificates
Requests

When a server requests my personal certificate:

L éﬁelect one automaticallyé

Ask me every time

v | Query OCSP responder servers to confirm the current validity of certificates

View Certificates Security Devices @

Advanced

@ Load PKCS#11 Device - ©

Enter the infogpatign forthe module you want to add.

Module Namg
Module filenamgll | C:\Windows\System32\eTP

$ 0K Cancel

Y roptbem nosby yHecuTe Safenet, a y loHEM NOJbY MOXKETE UM OTKYL,ATU TEKCT
C:\Windows\System32\eTPKCS11.dll, van na onabepete gatun dajn npeko onumje Browse.

HakoH oBora ce nojaesbyje cnenehu ekpaH:



Device Manager

_oEN

Security Modules and Devices
4NSS Internal PKCS #11 Module

Generic Crypto Services

Software Security Device
4Builtin Roots Module

Builtin Object Token
4Safenet

ime.prezime

AKS ifdh 1

Unnamed Slot

Unnamed Slot

Unnamed Slot

Unnamed Slot

Unnamed Slot

L [T -

~

Details Value

LogIn
Log Qut

Change Password

Load

Unload

Enable FIPS

$OK

OBMM je 3aBpLIEHO UHULMjaNHO KOHUIYpUCatbe, U Y CBPXY TeCTUpPakba, U3BYLIUTE TOKEH U3 padyHapa
1 nosaTtBapajTe cBe npo3ope Beb npeTpaxkmnsaya. NokpeHUTe NOHOBO BED NpeTparknBay U afpecHOM
6apy Kyuajre https://beleznici.sud.rs, no notpebu HanpasuTe npeunuy y “Bookmarks-u” nan

npeuunuy Ha pagHoj nospwnHu(“Desktopu”).

MoyeTHa NI031HKa je 9999 (y HapeaHoj cekumju he 6BUTK objalikbeHOo KaKo Aa je TpoMeHuTe).
Ob6paTtuTe Naxkiby Aa ce nocsie 5 Heycnennx I0roBakba 3aK/byyaBa TOKeH (y HapeaHoj cekumju he
61TK objalwHbeH NOCTyNaK OTK/byyaBakba). Mocne ycnewHe ayTeHTUGUKaLMje, oTBapa ce
npetpaxusay Mosuna, ca npesedpnHNCaIHOM aLPECOM.
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https://beleznici.sud.rs/

File Edit View History Bookmarks Tools Help - o I IEd

# Javnn Genexruun x|+

© https://beleznici.sud.rs/index.cfm?controller=main&action=login&

JaBHM GenexHuum
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[MpomeHa N103nHKe
Y forem AecHOM yrly eKpaHa ce Hanasu MKkoHuua 3a Safenet areHTa.

[ecHMM KIMKOM Ha MKOHY, fobujaTe MeHM y Kome MoKeTe ogabpaTu onuujy Change Token
Password

SAM Desktop Agent
Anywhere »
Certificate Information
Unlock Token

Change Token Password

About
Exit

Customize..,

SRP 9:23
INTL 11.12.2014.

= | R0 s
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S Change Password: slavko.djordjevic

@afeNet. SafeNet Authentication Client

eees ,.<=

Cumrent Token Password:

New Token Password: i sscscese ;@
Cortim Passwort: [mg e eseseees | E—
100%

The new Password must comply with the quality settings defined on the token.

A secure Password has at least 8 characters, and contains upper-case letters, lower-case letters,
numerals, and special characters (such as !, §, #, %).

Cument Language: SR

> o« || o

Y roptbem noJsby yHecUTe TPEHYTHY N03UHKY (nodyeTHa je 9999)

Jlo3nHKa mopa cagpKaTm MMHUMYM 8 KapaKTepa, 1 Aa byae KombuHaumja BEMKUX U MasIUX C/IOBa,
6pojesa n cneuujanHmx Kapaktepa. Y nosby New Token Password yHecuTe HOBY IO3MHKY, U
notepamte je y nosby Confirm Password. HakoH ycneliHe npomeHe 103MHKe, Nojassbyje ce cnegeha

norepAaa:

Change Password: slavko.djordjevic n

0 Password changed successfully.

= ok
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OTbeyqa Batb€ 3dK/bYyH4aHOI TOKEHA

Mocne 5 HeycnewHNX 10roBakba, TOKEH ce 3aK/by4yaBa M NOTPEBHO je ypaguTy npoueaypy
OTK/by4aBarba. [leCHUM KIMKOM MULLA HA UKOHULY Safenet KnnjeHTa, y AOHEM AECHOM YTy eKpaHa,
nobujate meHM Ha Kome oaabepete onunjy Unlock Token.

SAM Desktop Agent
Anywhere »
Certificate Information

Unlock Token

About
Exit

B &

Customize...

e G P

INTL 11.122014.

MNojasuhe ce cnegehu nposop:

Challenge Code:

Response Code: (g™

[} Token Password must be changed on first logon

New Token Password: | L —— |
Confim Password: | |¢

The new Password must comply with the quality settings defined on the token.

A secure Password has at least 8 characters, and contains upper-case letters, lower-case letters,
numerals, and special characters (such as !, 8, #, %).

Cumrent Language: SR
Enter the Response Code provided by your administrator.
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MoTpebHo je fa Ha30BeTe KOHTAKT 0cobe 3a NOoAPLUKY, M U3AMKTMpaTe Koa 13 nosba Challenge Code.
KoHTaKTe ocoba 3a noApLiKy AocTa/ba MUHUCTapCTBO Npasae.

BUTHO je Aa He 3aTBapaTe 0Baj NPO30p CBE AOK HE MPOMEHUTE JIO3UHKY, 3aTO LITO C€ MOHOBHUM
oTBapakbeM reHepuile HOBM KO,

s Unlock Token: testiram.opet B

LLUGS 5\1464

@afeNet. SafeNet Authentication Client PRI

==

Challenge Code: | 9C 4C EB C508 C180 FD ] 2 ]

Response Code: a CACAACF7C58790E2 }

Token Password must be changed on first logon

New Token Password: } e*scssece !¢
Confirm Password: l ssssssssl ]¢

The new Password must comply with the quality settings defined on the token.

A secure Password has at least 8 characters, and contains uppercase letters, lowercase letters,
numerals, and special characters (such as !, 8, #, %).

Cument Language: SR

e o || canae

Unlock Token H

o Token unlocked successfully.

[ ——
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