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YBoa

360r noTpebe 3a cUrypHUM NPUCTYNOM anmMKaunjama u cepsMcMma KOMyHMKaLMOHe MmpeXxe cyaoBa
ca yAa/beHuUxX NoKauuja (padyHapu jaBHUX BeneskHMKa U U3BpLINTE/ba), NOCTAaB/bEH je CUCTEM, KOju
obe3behyje npuctyn camo y3 aABodakTopHy ayTeHTUIUKaunjy. [lBodaKToOpHa ayTopm3aLnja 3axTeBa
cnepehe ycnose:

e HewTo WTO KOpUCHUK nMa (YCE TOKeH)
e HewTo WTO KOPUCHUK 3Ha (N03MHKa)

Ceun pobujajy yHanpea npunpemsbeH YCBb TOKeH.
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MHMUMjaNHO NPUK/bYYMBaAHE TOKEHA

Cnepehe akKTMBHOCTM MopaTe Npeay3eTh Camo NPUIMKOM MHULMjAIHOT MPUK/bYYMBaAtba HA padyHap.
AKo je Beh Ha payyHapy MHCTaZIMPaH TOKEH MOKETe NMPEeCKOYUTU KOPaKe MHCTaNaumje nporpama.

Mpe Hero WTOo NPUK/bYYMTE TOKEH Npey3MuTe nporpam ca cnegeher AnHKa
www.oriontelekom.rs/tokeni . Mporpam je noTpebHO UHCTaNMpaTH Aa 61 TOKEH Morao Aa paau.

Kaga npey3ameTe annvKaumjy NOKpeHUTe MHCTaNaumjy AynamMm KAMKOM Ha dajn Koju cTe npeysenu ca
HaBegeHor NnHKa(sacl0.exe). Kaga ce nokpeHe Tpebano 6u ga sugute cnegehn ekpaH:

ﬁ SafeMet Authentication Client 10.1 Setup >

Welcome to the SafeNet Authentication
Client 10.1 Installation Wizard

The Setup wizard will install SafeMet Authentication
Client 10.1 on your computer. To continue, click
Mext.

It is strongly recommended that you close all
Windows programs before running the Setup wizard

< Back Cancel



http://www.oriontelekom.rs/tokeni

i SafeNet Authentication Client 10.1 Setup [ x|

Interface Language t X
Select the interface language. m 0

Select the SafeNet Authentication Client 10,1 interface language:

English v
InstaliShield
| <Back || Next> ]| Cancel |
i SafeNet Authentication Client 10.1 Setup [ x|
LicF::saes:;:Tf:tfollowing license agreement carefully. mto‘
SAFENET SOFTWARE LICENSE TERMS A

SafeNet Authentication Client

Legal notice:

SafeNet software is not sold; rather, copies of SafeNet software are
licensed all the way through the distribution channel to the end user.
UNLESS YOU HAVE ANOTHER AGREEMENT DIRECTLY WITH SAFENET THAT
CONTROLS AND ALTERS YOUR USE OR DISTRIBUTION OF THE SAFENET
SOFTWARE, THE TERMS AND CONDITIONS OF THE APPLICABLE LICENSE v

()1 do not accept the license agreement

InstaliShield

. <Back Next> || Cancel |




&

SafeNet Authentication Client 10.1 Setup

Destination Folder
Click Next to install to this folder, or click Change to install

to a different folder.

gemalto

InstallShield

D Install SafeNet Authentication Client 10.1 to:

C:\Program Files\SafeNet\Authentication\

l Change... |

e

SafeNet Authentication Client 10.1 Setup

Setup Type

Select the installation type.

gemalto

InstallShield

Standard installation. Includes implementation and user
interface for all eToken and iKey tokens.

Use this option to choose which middleware features
you want installed. Recommended for advanced users.

|

< Back

Next =

. Cancel |




i SafeNet Authentication Client 10.1 Setup

The wizard is ready to begin installation. mto

Click Install to begin the installation.

If you want to review or change any of your installation settings, click Back.
Click Cancel to exit the wizard.

InstallShield

<Back | nstail ]| Cancel

i SafeNet Authentication Client 10.1 Setup

SafeNet Authentication Client
10.1 has been successfully
installed.

Click Finish to exit Setup.

< Back Cancel




OBMM je 3aBpLUEHO MHULMjANHO KOHOUTYpUCaHe. 3aTBOPUTE CBE NPO30pe Beb NpeTparKkmBaya,
NMoKpeHuTe ra NoHoBo 1 nNpobajte NPUCTYN HEKOj o4 ananKaumja https://pis.sud.rs nam
https://beleznici.sud.rs

MoueTHa N03MHKa je 9999 (y jeaHoj oa HapeaHUX cekumja he 6UTK objalibeHO KaKo Aa je
npomeHuTte). ObpaTUTe NaxKky Aa ce Nocne 5 Heycnennx 0roBakba 3ak/byyaBa TOKeH (y HapeaHoj
cekumjmn he 61T 0b6jallbeH NOCTYNaK OTK/byYyaBakba).


https://pis.sud.rs/
https://beleznici.sud.rs/

MNopewaBakbe npeTpaxmada Mozzila Firefox

YKONMKO KopuctuTe npeTtparkmsad Mozzila Firefox, notpebHo je aa ra nogecute 3a TOKEH.

McAfee Web Gateway - Notificatic: X M Obaveitenje o privatnostipret: X |+

] @ & hiy

e

icisud.rs:444/mwg-internal/d

& Npujasm ce va Sync

© 3awrura ognpahersa

!;"‘ McAfee | web Gateway 7 B2 Hosnnposop

An intel Company ©@ Hoew npusatak nposop

Authentication Required
Yeehaj

You must be authenticated to access this URL. s

I\ BuEnmorera
& [losoum

URL: https://beleznici.sud.rs:444/mwg-internal/de5fs23hu73ds/plugin?target=Auth&reason=Auth&setCookie & Mocrasce
cookiePrefix=MWG_Auth&cookieSize=16384&;tt|=3600&Persistent=yes&url=aHROcHM6Ly3iZWxlem5pY2k ¢ Tpunaroan...

uc3VkLnlzLw==&md=1532333174
Orsopw arorexy..

Cauysaj CTpaHmLLy Kao...

Company Acceptable Use Policy E LLramnaj...

Q Hahn Ha 080j CTPaHKMLM...

This is an optional acceptable use disclaimer that appears on every page. You may change the wording or remove this section entirely in inde:
Jow

j S my
For assistance, please contact your system administrator. parpauep

@ Nomoh

O Vsabn

‘ : Haf]u, anunjama

3¢ onuwre Onwre

Q MNouetHa Mokpetarbe
v Jossonw aa Firefox Developer Edition v Firefox page y ncto speme

MpeTpara
Q Caeet: OBO KOPWCTW oAB0jeHe npodune. Kopuctute Sync Aa geanTe noAaTke naMmely wux. MprjaerTe ce Ha Sync.

a MpuBatHocT u @smsu IPETXOAHY cecujy
BesbeaHoct
v ¥Bek nposepw aa M Je Firefox Developer Edition Moj noapasymesaHy nperneaad

S Firefox Hanor
. Firefox Developer Edition HWje nogpasymeBaHn npernegay YUuMHW NogpasyMeBaHuM...

Jeznuumn
KpeTame Kpo3 HeaaesHo KopuvwheHe jesvuke y3 Cirl+Tab
v OTeapaj Be3e y jeznuuMmMa yMecTo YHyTap HOBUX Npo3opa
Kaga oTEOpKM BE3Y Y HOBOM JE3MUKY, 0AMaX Ce NPebaly Ha thera

Mpukaxy nperned jesvuka y Windows Tpaum 3ajataka

Firefox Developer Edition Jeauk m namej

noapwka R
®oHT U boje



Ha cnepehem ekpaHy ckponyjTe 4o Kpaja ga bu cte KAMKHYAU Ha cneaehy onumjy:

'ﬁ' Onuwre v bnokwpaj nckauyhe nposope

+ ¥no3opy Me ako CajToBM Npobajy Aa MHCTanvMpajy AofaTke
Q MoueTHa 2 P ) pobajy A Pajy Aoa.

Cnpeuy NPUCTYN Yeayrama NpMCTyNayHOCT MOM nperaeaady CasHajTe Buwe

Q MNpetpara

g MPusamocy Firefox Developer Edition cakyn/batbe 1 kopuwherbe noaaTaka

BesbegHocT

S Firefox Hanor

Developer Edition 3a cee. Yeek heMo nuvTatTk 3a A03B01Y NPe NPUMara NIMYHAX NoAaTaka.

O6asewTeme o NPMBATHOCTH

W3yseun

Wzyzeun

TpyavMmo ce Aa Bam NPYyXMMO M360p M Aa Cakyn/baMo CaMo OHO LWTO HaMm je NnoTpebHo 4a rpaanmMo W nobosswamo Firefox

v Nossonw Firefox Developer Edition-y aa wasme TexHuMuke 1 MHTEpakTMeHe nojatke Mozilla-u  Cassajte svwe

v [lossonw Firefox Developer Edition-y pa uHctanmpa u nokpexe ciyauje [Norneaajte Firefox Developer Edition ctyamje

Jossonu Firefox Developer Edition-y aa wasbe nsgellTaje O pylUetby Y Balle uMme

BezbenHocT

3awTnTa oA o6MaH/bUBOT CagpXKaja U onacHor cogTBepa

v Bbnokvpaj onacaH M 0BMaH/bMB caapxaj CazHajTe Buwe

+  bnokvpaj onacHa npeysvMMarsa

v ¥Ynosopwy Me 0 HexXebeHoM W peTko KopuwheHom cobTeepy

CepTudpuKati

Kana cepeep 3aTpaxu Ball AMUHW CEPTUHUKAT

WN3abepw jeaan ayTomatckn

@ [uTaj Me CBaKW NyT

+ | ¥nut OCSP cepeepa Aa 6UCTe NpoBepUAM TREHYTHY BaNWMAHOCT cepTuduKaTa

Firefox Developer Edition

noapLIKa

CasnajTe BuwwEe

Morneaaj ceptvdmkare...

BesteaHocHM ypehajn...

BesbeaHocHW Moaynum v ypehaju
~vNSS Internal PKCS #11 Module
KpunTo ycayre
¥Ypehaj 3a 6e36.
~Mogayn ca yrpafjeHuM KopeHuma

NSS Builtin Objects

MeHayep ypehaja

BpeaHoct

[pwujasa
Opnjasa
MpomMeHa N03MHKE
Yumraj
YKNOHK

Omoryfin FIPS

Y peay




Enter the infoynatign forthe

Module Namé

Module filenamgl | C:\Windows\System32\eTP

Load PKCS#11 Device

>

odule you want to add.

Cancel

Y roprbem nosby yHecuTe Safenet, a y AOHEM NO/bY MOMKETE UM OTKYLATU TEKCT
C:\Windows\System32\eTPKCS11.dll, nnv na opabepete aatn dpajn npeko onumje Browse.

HakoH oBora ce nojassbyje cneaehu ekpaH:

Security Modules and Devices
~NSS Internal PKCS #11 Module
Generic Crypto Services
Software Security Device
vSafenet1
nemanja.simeunovic
AKS ifdh 1
Unnamed Slot
Unnamed Slot
Unnamed Slot
Unnamed Slot
Unnamed Slot
Unnamed Slot

ETCKEN HID READER 0

Device Manager

Details Value

Log In
Log Out
Change Password
Load
Unload

Enable EIPS

— > ~

MoKpeHWTe NpeTpaxkuneay n y agpecHom 6apy yKkyuajte https://pis.sud.rs nam https://beleznici.sud.rs
Y 3aBUCHOCTU Y KOjOj aninKaumju pagure.

MNojasuhe ce cnegehun ekpaH, KAMKHUTE Ha gyrme HanpegHo uan “Advanced”:
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% Besa Huje curypHa

Bnacxwmk beleznicisud.rs je Henpaswunxo nogecyo se6 cajt. [la 61ucMo sawTmTiaM sawe nHhopMaumje oa kpahe,
Firefox Developer Edition ce Huje nose3ao Ha oBaj Beb cajT.

CazHajTe BMLIe...

\:\ AYTOMaTCKM NpyjasWTe rpeluke aa drcte nomorny Mozilla-vn 4a naeHTMdWKyje v BAOKMpPa 3N0HAMEDE CajToBe

MoTpebHo je Aa NOTBpAMTE Aa BEpyjeTe 0BOj CTPaHUUM, ciegehmum NoCTyNKoM:

% Besa Huje curypHa

BnacHuk beleznici.sud.rs je HenpaswmnaHo nogecko Beb cajt. fla BUCMO 3alTUTUAKW Balle MHDOPMauwje ol Kpahe,
Firefox Developer Edition ce HMje NoBe3a0 Ha OEaj Beb cajT.

CasHajTe sMwWe...

AyToMaTCKK NpyjaBuTe rpeLuke aa 6ucte nomoraym Mozilla-v aa maeHTdukyje v Gnokmpa 3noHamepe cajTose

beleznici.sud.rs kopucTU Heeaxehy Be3beaHOCHW cepTUdUKAT.
CepTndwrkaT HMje 0 NOEEPEeHa jep je M34aBay HENO3HaT.
CepBep MOXJa He Walke NPUKAAAHE cepTudMkaTe,

Mo aa he 6MTWM NOTPEBHO YBECTW A0AATHW root CEpTMOWMKAT.

Koa rpewke: SEC_ERROR_UNKMNOWN_ISSUER

® [llogaj nsyseTak...

11



Joaasarte besBegHoCHOr M3Y3ETKA

Camo LITe HACTE NPEMHAYNAN MEXAHUIAM 33 WAEHTUWKaLK)y cajTa 3a nporpam Firefox Developer Edition,
Ay

, I. . Nlermtumne Gatke, NPOAABHMLLE W APYTH jaBHM cajtoem nehie TpammTk Aa oB0 paguTe.

L —

L}

| |,ﬂ,oﬁagu CEPTMDUKAT |

Cratyc ceptudnkara

Cajt nokywaea ga ce npegcTael nomohy Hesaxehnx wHdopmaymja. Mpernea..

Henosxar mageHTurer

CepTudnKaTy e He MOME BEPOBATH, 38TC0 LUTC 0L HWjE BEpUENKOEAH 04 CTpaHe cepTgUKaLMoHor Tena.

TpajHo cauyeaj oBaj M3y3eTaK

$ Motepaw BezBegHooHN M3y3ETaK Orramm

3aTnm he ce nojasuTtn cneaehu ekpaH n NOTpebHo je Aa jow jeAHOM NOTBPAMTE Aa BepyjeTe
HaBefeHOM CajTy, cnesehMm aKTUBHOCTUMA:

% Be3a Huje curypHa

Bnachwk beleznici.sud.rs je HenpaswnaHo nogecno eeb cajT. [la 6ucmo 3awTuTuaW Balwe nHdopmMauwje oa kpahe,
Firefox Developer Edition ce HMje NoBe3a0 Ha 0Baj Beb CajT.

CazHajTe BuwWeE...

AyTOMAaTCKM NpKUjaBKTe rpeluke Aa bucte noMoran Mozilla-v aa MaeHTMdKKYje 1 BNoKMpa 3N0HaMepe cajTose

12



% Besa Huje curypHa

Bnachwmk beleznici.sud.rs je HenpaewnHo nogecno Beb cajT. [a bKucMmo 3aWTUTMAM Bale MHbopmaumje oa kpahe,
Firefox Developer Edition ce HWje Nnoee3ao Ha oBaj Beb cajT.

CazHajTe BMLLE...

AyTOMATCKM NpMjaBuTe rpeluke aa 6ucte nomoray Mozilla-w aa naeHTMOUKYje M BAOKMpa 310HaMepe cajToBe

beleznici.sud.rs:444 kopucT Hegaxehw be3begHOCHM cepTUdMKAT.
CepTnduKaT HYje 04 NOBEPEH:A jep je U3LaBau HEMO3HaT.
Cepsep MOXAa He Waibe NpUKNagHe cepTudukate.

Moxaa he B1UTK NoTpeBHo YyEECTH A0AaTHW root cepTdmkar.

Koa rpewke: SEC_ERROR_UNKNOWN_ISSUER

$ [loaaj u3yseTak...

Joaasaree GesbegHOCHOT M3Y3ETKA

Camo LITe HUCTE MPEMHAYWAKM MEXEHMZAM 33 MgeHTHgUKaUn)y cajTa 3a nporpam Firefox Developer Edition.
W\

p ., flernmnmne Ganke, npogasHmLLe 1 ApyTK jaBnK cajroen Helie TpawTh Aa oBo pagnte.

_

Cepeep

Agpeca: : .sud. /mwg-internal/de5fs23hu73ds/| JoBagwn cepTudgmkar

Cratyc ceprudmkara

CajT nokywasa Aa ce npegcraen nomohy Heeaxehux nHdopmauw)a. Mpernes...

Henozxar mgenturer

CepTudnKkaTy & HE MOXE BEEQOBATH, 38T0 LUTO jOLU HW|E BEPMQMKOBEH 0f CTPaHE CEPTHEWMKALMOHOT TENE,

TpajHo cavyeaj oBaj W3y3ETaK

Notepaw BesBegHOCHW M3Y3ETAK OTkamu

MpUAMKOM CBaKOAHEBHOT paja MOKe ce nojasuTu cneaehu ekpaH, 0Bo He NpeAcTas/ba rPeLiky
[OBOJbHO je Aa KNMKHEeTe Ha NOKyLwaj NoHoBo 1 fohu heTe 40 eKpeHa 3a 0roBarbe y anavKaumjy.

13



(&, MpoBaem npu yuutasarey crp- X | ==

- omm

«)-> C @ | © httpsi//beleznicisud.rs:444/mwg-internal/deSfs23hu73ds/plugin?target=Auth&reason=Auth&setCookie=true8cookie? 1 v +ss @ 1}‘

@ Be3beaHa Be3a Huje ycnocTas/beHa
[llowno je ao rpeluke Npv nosesveatby Ha beleznici.sud.rs:444. SSL je npuMuo 3anuc Koju npemaluyje Hajsehy
A03B0O/beHy AyxuHy. Koa rpewke: SSL_ERROR_RX_RECORD_TOO_LONG

® CTpaHuLa KOjy XenuTe Aa NpuKaxeTe He MoXe 61TV NpuKasaHa jep Huje Moryhe NpoBepuTy ayTeHTUUHOCT
NPUM/bEHMX NoAaTaKa.

® O6patuTe ce BAacHMUVMMa Beb CajTa M 06aBecTuTe MX 0 0BOM Npobaemy.
CasHajTe Buwwe...

AyTomarcku npujasuTe rpeluke Aa 6ucte nomoran Mozilla-u aa naeHTndvkyje v 610KMpa 310HaMepe cajTose

KyLLa] MOHOBO

14
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[TpomeHa 103nHKe
Yy AOHEM AeCHOM Yriy eKpaHa Ce Hana3n MKOHKUaA 3a Safenet areHTa.

JecHUm Knnkom Ha MKOHY, gobujate MeHM y Kome moxKeTe oaabpatu onuujy Change Token
Password

SAM Desktop Agent
Anywhere »
Certificate Information
Unlock Token

Change Token Password

About
Exit

Customize..,

SRP 9:23
INTL 11.12.2014.

= | R0 s

~~094u'oshs\|a§
@Met_ SafeNet Authentication Client ="

New Token Password: [ oy

Cocdin Password: $| seesenss|

The new Password must comply with the quality settings defined on the token.

A secure Password has at least 8 characters, and contains upper-case letters, lowercase letters,
numerals, and special characters (such as |, $, #, %).

Curmrent Language: SR

> x || o

15



Y roptbem noJsby yHecUTe TPEHYTHY 03UHKY (nodyeTHa je 9999)

Jlo3nHKa mopa cagpKat MUHUMYM 8 KapaKTepa, 1 Aa byae KombUHaunja BEIMKMX U MasinX CNOBa,
bpojeBa u cneunjanHUx Kapaktepa. Y nosby New Token Password yHecuTe HOBY JIO3UHKY, U

nortepamte je y nosby Confirm Password. HakoH ycnelwHe npomeHe n031HKe, nojassbyje ce cneaeha
noTepAa:

Change Password: slavko.djordjevic n

o Password changed successfully.

16



OTK/by4yaBatbe 3aK/by4aHOr TOKEHa

Mocne 5 HeycnewHUX JI0roBakba, TOKEH Ce 3aK/by4asa U NOTPeBHO je ypaautu npoueaypy
OTK/by4aBatba. [JeCHUM KIMKOM MULIA Ha MKOHWLUY Safenet knujeHTa, y AOHEeM AeCHOM YTy eKpaHa,
nobujate meHuM Ha Kome oaabepete onunjy Unlock Token.

SAM Desktop Agent
Anywhere »
Certificate Information

[ Unlock Token I

About
\ Exit

@__

Customize...

SRP 9:35

S INTL 11122014,

MNojasuhe ce cnegehu nposop:
MoTpebHo je Aa Ha3oBeTe KOHTAKT ocobe 3a NoApLUIKY, U U3AUKTUPATe Koa 13 nosba Challenge Code.
KoHTakTe ocoba 3a nogpLuky hete npoHahu Ha Kpajy OBOTr AOKYMEHTa.

ButHO je Aa He 3aTBapate OBaj Npo30p CBe AO0OK HE NPOMEHNTE ZTO3UNHKY, 3aTO LWLUTO C€ NOHOBHUM
OoTBaparbem reHepuile Hosu Koa.

o
)

), Unlock Token: testiram.opet ﬂ

@afeNet. SafeNet Authentication Client

Challenge Code: I \’ml 7] ‘L;@A'
Response Code: [Emmmpuee®| CACAACF7CS8750E2 |

Token Password must be changed on first logon

New Token Password: ! sssssese ‘@
Confirm Password: | esessces l¢

The new Password must comply with the quality settings defined on the token.

A secure Password has at least 8 characters, and contains upper-case letters, lower-case letters,
numerals, and special characters (such as !, 8, #, %).

Cument Language: SR

—
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0 Token unlocked successfully.
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KOHTaKT 3a noapLiKy

YKOAMKO MMaTe nNpobiem ca TOKEHOM M He MOXKeTe Aa AoheTe J0 CTpaHuue 3a N0roBakbe y
anauvkauujy, MoxeTe no3satu cnegehe 6pojese naM NocnatTi e-mau. YKoaMKo nmaTte npobiem y
pagy came anjvKkaumje, KOHTaKTUpaje ocobe 3aayrKeHe 3a OAprKaBakbe ananKaLmja, Ynje KOHTaKTe
he Bam gocTaBuTM MUHUCTapPCTBO NpaBae.

Hemarba CumeyHosuh 064/846-55-18
Cnasko bophesuh 064/826-27-88
Podrska.sudovi@oriontelekom.rs
PagHum paHuma 8-16 yacosa
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